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Abstract 
 

This white paper presents the findings of a comprehensive literature review on the ICT 
infrastructure and the technologies used in electrical power systems worldwide. The overall 
conceptual network architecture is first introduced. This is followed by an overview of wireless 
and wired communication technologies being considered for Smart Grid. A short discussion on 
network layers and the challenges of implementing a Smart Grid communication networks is 
thereafter presented. After reviewing some examples of applications of ICT in distribution 
systems, application of Phasor measurement units (PMUs) and IEC 61850 standards in 
distribution systems is discussed. The future challenges are then summarized and conclusions 
are made towards the end of this white paper.  The scope of this paper is international 
experiences. A separate New Zealand based report will be generated in the coming year and 
feedback solicited from all the distribution utilities. 

 

Key Words – Smart Grid, Information and communication Technology, Phasor Measurement 
Unit, IEC61850 
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Executive Summary 

 

This white paper has been prepared to address the objectives of New Zealand Ministry of 
Business, Innovation and Employment (MBIE) “Renewable Energy and the Smart Grid” project 
also referred to as “GREEN Grid” project, that is a multidisciplinary joint project led by the 
University of Canterbury with the University of Auckland’s Power System Group (PSG) and the 
University of Otago’s Centre for Sustainability, Food, and Agriculture, and several New Zealand 
electricity industry partners.  

As part of the Green Grid project, PSG is responsible to investigate leveraging of ICT 
infrastructure in NZ distribution network.  As part of this task, a comprehensive literature 
review on international ICT technologies and opportunities has been carried out in 2013 and 
this white paper addresses these findings. 

In the next step the ICT practices by NZ distribution utilities will be reviewed to prepare the 
basis for the common practices for using ICT in protection and control, demand side 
management and power quality monitoring of NZ distribution network. This is planned to be 

communicated as a discussion paper in 2014 with feedbacks solicited from all utilities to help enable 
make a comprehensive national road-map. 
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1 Introduction to Smart Grid Communications 
 
The journey of electrical power systems started in 1881, with two waterwheels powering 
mere 34 incandescent lamps in Godalming, England. By 1890s, the electric power industry 
was booming, and power companies had built numerous networks in the western world 
mainly serving electricity for lighting. Developments continued to soar across all aspects of 
generation, transmission and distribution in 1900s. In recent times, key developments have 
emerged from the information technology and telecommunications field. These innovations 
have rapidly extended into the electrical power systems sector over a short period of time. 
One of the prominent examples is the evolution of fast and robust computers, which allow 
thorough and efficient system studies to be performed, enabling accurate planning of power 
systems. Further advances in information technology and telecommunication also enabled 
remote controlling of power system devices such as switchgear, generators, etc. [1, 2] . 
 
Even in the present day, our electrical power grid is constantly going through a substantial 
evolution to become an intelligent, reliable and fully automated power grid, which is the 
vision of Smart Grid [3]. Within this magnanimous vision of Smart Grid, a range of energy 
management services can be achieved with the use of advanced information technologies 
and telecommunications. Some of these include demand response, load management, 
distributed generation, real-time pricing, substation automation, etc. [4]. This vision can 
only be accomplished if its foundations are firmly integrated with a robust communication 
networks. These networks would serve as the data exchange backbone to provide end-to-
end bidirectional data communications in the power grid. It can easily be identified that 
there are a large number of existing communications methodologies and technologies that 
can be utilised to the proposed Smart Grid vision. However novel communication protocols 
and customisation of existing protocols are essential to maximise the potential of futuristic 
Smart Grid applications [5]. 
 
Globally, recent technological advancements in the electric power grid sector are 
encouraged due to the primary requirement of meeting the growing energy demands, need 
for the reduction of harmful greenhouse gas emissions, incentives to increase energy 
efficiency and the push for renewable energy revolution [6]. European Technology Platform 
SmartGrids defines Smart Grid as “an electricity network that can intelligently integrate the 
actions of all users connected to it - generators, consumers and those that do both - in order 
to efficiently deliver sustainable, economic and secure electricity supplies” [7]. Furthermore, 
a report from the U.S Department of Energy describes the Smart Grid being enriched with 
communication facilities which would facilitate reliable grid operations, with improved 
customer satisfaction levels and a better environment [8]. 
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A power grid designed with bidirectional, end-to-end data communication channels 
between the distributors and the consumers would bring a myriad of opportunities. It would 
become possible to substitute the conventional power system topologies with a more 
intelligent dynamic infrastructure. Some of the key distinctive features of the Smart Grid 
would include [9]: 

• Greater synergy between increased network information and control technology to 
improve reliability and efficiency of electric grid 

• Automatic optimization of grid operations and resources 

• Utilisation of distributed resources and generation integrated in the grid 

• Utilisation of demand response techniques 

• Utilisation and integration of modern electricity fuelled transport 
 
The design of communication networks architecture in a Smart Grid vision is important to 
satisfy the particular needs of Smart Grid. It is also essential that this network needs to be 
affordable and reliable for utilities to build and maintain [10]. Although there are numerous 
existing wireless and wired communication standards which can be possibly applied, various 
characteristics must be carefully considered in the design of network architectures and 
protocols for Smart Grid. The fundamental necessities for a Smart Grid communication 
networks include [11]: 

• Reliability 

• Scalability 

• Availability 

• Security 

• Low Latency 

• Cost Effectiveness 

• Standards-Based and Inter-operability 
 
Communication networks in Smart Grid are a compilation from diverse technologies with a 
hierarchical architecture [12]. In the following sections, we will first introduce the overall 
conceptual network architecture. Followed by an overview of wireless and wired 
communication technologies being considered for Smart Grid. A short discussion on 
network layers and the challenges of implementing a Smart Grid communication networks is 
presented. After reviewing some examples of applications of ICT in distribution systems, 
application of Phasor measurement units (PMUs) and IEC61850 standard in distribution 
systems is discussed. The future challenges are then summarized and conclusions are made 
towards the end of the paper. 
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2 Conceptual Network Architecture 
 
There are many communication architectures conceptually proposed with the vision of 
Smart Grid. The Smart Grid Interpretability Standards Roadmap by National Institute of 
Standards and Technology (NIST) can be used to seek an example of such model [13]. This 
high level conceptual model is created to encourage a collaborative approach and it is to be 
used as a guideline for analysing and developing the proposed architecture and standards. 
The major participants involved in the complete network model are shown in Figure 1. 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 

Figure 1: Conceptual architecture [13] 
 
However, to obtain a broader understanding of where the communication networks would 
reside in the overall infrastructure, we first introduce the system architecture. Figure 2 
shows that the system architecture is divided into four main sections: the application layer, 
the communications layer, the power control layer and the power system layer. Each layer 
in the architecture comprises of similar types of systems which provides services to the layer 
above and receives services from the layer below it [6]. 
 
The first layer from the top, the applications layer is used to provide intractability for the 
consumers and the electricity providers using novel applications and relevant network 
information. It uses the bi-directional data exchange capability provided by the 
communications layer for most of the top layer applications. The communication networks 
in Smart Grid are a mixture of diverse technologies and methodologies with a hierarchical 
architecture. These mainly consist of the Premises Network, Neighbourhood Area Network 
(NAN)/Field Area Network (FAN) and Wide Area Network (WAN) [14]. The power control 
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layer enables services such as monitoring, control, and management of the power grid using 
the supervisory control and data acquisition (SCADA). The final layer of the systems 
architecture is the power systems layer. This layer represents the main functions of the 
power grid, such as generation, transmission and distribution systems. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: System architecture [6] 
 
As seen from the Figure 2, the communication networks in Smart Grid primarily consist of 
three main types: the Premises Network, NAN/FAN and WAN. Each type of network has a 
distinct characteristic which allows forming the foundation blocks of an end-to-end 
communication network. The Premises Network is a communication access for consumer 
devices [15]. The NAN is connected to smart meters, field devices and distributed resources 
[16]. WAN is the long distance communication link between important points in the grid and 
the core network server [6]. Figure 3 shows an example of how different communication 
networks are used as the coverage distance and data rate requirement changes. 
 
According to the Smart Grid Interpretability Standards Roadmap [13], it is recommended 
that the communications protocol for the Smart Grid network architecture should be based 
on Internet Protocol (IP). An IP based system would enable network engineers with end-to-
end visibility, a simplified system architecture and control, an ability to operate with 
different networks and the support for existing IP applications [17]. IP based networks 
would also have good scalability (IPv6) [18]. All smart devices such as smart home 
appliances, smart meters, etc. can be connected on an IP based network. IP standards can 
also be used for the top layer applications, this way development of future Smart Grid 
applications would be a lot simpler. IP based communication networks would be ideal, 
however, comprehensive investigations are still required to ensure that it specifically 
addresses the network performance and security requirements of the Smart Grid. 
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Figure 3: Communication network architecture [19] 
 

2.1 Premises Network 
 

This network is the primary network in the architecture which is placed at the customer end 
of the network infrastructure. It is mainly conceptualised to form a communication access 
for consumer devices such as electric vehicles, appliances, automated lighting, etc. which 
then enables them to interface with the Smart Grid. This type of network plays a vital role in 
the network infrastructure, as key Smart Grid goals such as direct load control, energy 
efficiency, etc. is directly achieved [20]. The Premises Network would be integrated with the 
Smart Grid with the use of smart meters. This would greatly increase the granular energy 
management capability for customers and utilities [7]. 
 
Functions for Premises Network depend on different factors. Further classification of the 
Premises Network can be made into Home Area Network (HAN), Business Area Network 
(BAN) and Industrial Area Network (IAN) depending on the needs and the opportunities 
presented by the residential, commercial and industrial environments [6]. In a residential 
environment, HAN would provide the communication channels for household devices for 
energy management as seen in Figure 4 [13]. 
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Figure 4: Home area network [21] 
 
In the commercial and industrial environments, BAN and IAN would be used as the 
communication channels for services such as building automation, air conditioning, 
ventilation, heating, etc. Large bandwidth for data communications would not be required 
for such applications. It would be critical; however, that a network infrastructure like such 
would require low cost, low power consumption, low latency and a secure communications 
channel [6]. 
 
There are a number of communication technologies and protocols that can be used to 
achieve a successful implementation of a Smart Grid communication networks. For 
simplification purposes, these can initially be divided into wireless and wired technologies. 
For the Premises Network, the wireless technology solutions have a number of advantages 
compared to the wired technology solution. 
 
Wireless communication network would be simpler to install, more flexible, scalable and 
portable than wired networks which is historically known to be a costly option due to 
construction costs. However, power consumption, reliability and security are the biggest 
challenges for wireless networks [15]. Further information about wireless and wired 
technologies will be elaborated in the later sections of this paper. The figure below shows 
existing international communications standards across different protocol layers than can 
be used in the Premises Network. 
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Figure 5: Existing Communications standards across different protocol layers (Premises) [6] 

2.2 Neighbourhood Area Network 
 

The Neighbourhood Area Network (NAN) is the intermediate network in the complete 
network architecture that resides between the Premises Network and the Wide Area 
Network. It has a greater coverage area than the Premises Network but less than Wide Area 
Network [6]. This network would be catering for the communication links between smart 
meters at a neighbourhood level. Further classification of the Neighbourhood Area Network 
can be made into Field Area Network (FAN) and Advanced Metering Infrastructure (AMI) 
depending on the functions that are required to be implemented. If this type of network 
was used to support distributed automation in the power distribution network, it would be 
classified as FAN. A FAN network would be the communication link between field devices 
such as Intelligent Electronic Devices (IEDs), etc. [22]. NAN can also be implemented for 
metering purposes which would then be classified as the AMI. This infrastructure would 
provide services such as remote meter reading, control and detection of unauthorized usage 
[23]. The Neighbourhood Area Network interfaces with the Wide Area Network through a 
backhaul network. Information from several NANs is accumulated and transmitted between 
the two network domains. 
 
The types of technology that can be used to implement NAN can again be simplified into 
wireless and wired technologies. Depending on the extent of the deployment area, coverage 
area and bandwidth required to implement a NAN can be determined. Ideally, long distance 
communication technologies can also be analysed for NAN with broad coverage area. Figure 
6 shows existing international communication standards across different protocol layers 
that can be used in NAN [6]. As it is highlighted in Figure 6, some wireless technologies have 
been identified which could be implemented such as WiMAX (IEEE 802.16), 3G and LTE. 
Some of the wired technologies which could be implemented are power line 
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Data Link 
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communications, fibre optics, xDSL, etc. Wireless communication network would be a 
simpler infrastructure, more flexible, scalable and more coverage [24]. Wired networks are 
known to be a costlier infrastructure option however it provides greater reliability. 
 
 

 

 

 

 

 

 

Figure 6: Existing communications standards across different protocol layers (NAN) [6] 
 

2.3 Wide Area Network 
 
The Wide Area Network (WAN) is the final stage of the network architecture that connects 
the Neighbourhood Area Network to the utility (head-end). This network is made up of 
three main sub-networks, the core/backbone network, Metropolitan Area Network (MAN) 
and the backhaul network [4]. The term backbone is often used when the WAN is owned by 
the utility. However, the term core network is often used when the WAN is owned by 
service providers. The backbone/core network interfaces with the utility backbone and 
substations. The MAN is usually the connection link to backhaul networks within a large city. 
The backhaul network is also referred to as the link which provides the broadband 
connectivity between the WAN and the NAN. Distributed substations’ LANs, automation and 
monitoring devices in the power distribution systems are also connected to it, for example 
SCADA, Remote Terminal Unit (RTU), Phasor Measurement Units (PMU), etc. [6].  
 
In the Smart Grid vision, WAN is connected to transmission substation LAN, the utility LAN, 
and the public internet. The transmission substation LAN comprises of all the connected 
transmission substations which use protection and control devices in order to achieve 
substation automation functionality [25]. The utility LAN is used to manage, monitor and 
control data flows by the utilities. It would be used to provide services such as field device 
automation, metering, demand response and load control [26]. The Wide Area Network 
connected to the public internet, allows third parties to partake in Smart Grid activities 
using a secured communications channel. 
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As previously identified, historically, utilities have already been operating WANs for 
numerous applications such as SCADA, monitoring and control, communications within 
different sectors of the power systems, etc. These networks have also used various 
communication technologies such as power lines, leased lines, optical fibres, wireless 
channels, etc [6]. There is a growing focus on optical fibre communications for WAN 
purposes due to its high capacity and predominance in today’s WANs [4, 27]. Various optical 
standards and protocols provide reliable long distance data transport services for up to 
thousands of kilometres. Wireless solutions such as WiMAX (IEEE 802.16), 3G and LTE are 
also potential solutions as they are easier to deploy, flexible and easily scalable. Figure 7 
shows existing international communication standards across different protocol layers that 
can be used in WAN.  
 
 
 
 
 
 
 
 
 
 
 

Figure 7: Existing communication standards across different protocol layers (WAN) [6] 
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3 Wireless Communications 
 
Wireless communications use electromagnetic signals to connect and communicate with 
devices in a wireless form. Therefore, they do not require cabling, their node locations are 
flexible and these signals can cover areas that would be hard to reach with physical 
conductors. However, these signals are significantly limited to transmission attenuation, 
external interference from the surroundings and consequently have relatively short range 
[4-6, 25]. These are also prone to data security risks. The following section looks into some 
of the potential wireless communication solutions in Smart Grid such as WIMAX (IEEE 
802.16), ZigBee (IEEE 802.15.4), Z-Wave and cellular technologies (3G and LTE). 
 

3.1 WiMAX 
 
WiMAX refers to Worldwide Inter-operability for Microwave Access technology, which is a 
part of the IEEE 802.16 family of wireless network standards. These were originally designed 
for Wireless Metropolitan Area Network (WMAN) [6]. The initial IEEE 802.16 standard was 
issued in 2001 with a wide operating licensed band of 10–66GHz providing the physical 
environment for its communication. A uniform licensed spectrum for WiMAX has not been 
allocated globally. Channel bandwidths of 25MHz or 28MHz are typical for 802.16 [5]. It 
provides long range (around 5km) and high capacity wireless connections. However, 
distance and network speed are inversely proportional to each other. The protocol stack of 
WiMAX consists of PHY and MAC layers as seen in Figure 8 [4]. In the PHY layer specified by 
IEEE 802.16e, data rate up to 40Mbit/s can be achieved. The IEEE 802.16 MAC layer has 
reduction in power consumption techniques which employs a scheduling mechanism and an 
additional sleep control mechanism. WiMAX also offers flexible broadband links and low 
latency (10-50ms) [28, 29]. The bandwidth, flexibility and the range of WiMAX provide an 
acceptable substitute for last-mile access in comparison to the traditional cable, DSL and T1 
communication channels. As WiMAX was initially intended for Wireless Metropolitan Area 
Networks (WMANs); it is therefore one of the promising solutions for Smart Grid NANs or 
WANs [14]. 
 
 
 
 
 
 
 
 
 

Figure 8: PHY and MAC layers in WiMAX protocol stack [4] 
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3.2 ZigBee 
 
ZigBee is a reliable, cost effective and low power, two-way wireless communication 
standard developed by ZigBee Alliance, based on IEEE 802.15.4 standard. It is mainly used 
for residential home control, commercial building control and industrial plant management 
[30]. ZigBee uses 13 channels in the 915MHz band (North America), one channel in the 868 
MHz band (Europe) and 16 channels in the 2.4GHz (ISM band worldwide) with DSSS 
modulation technique. The IEEE 802.15.4 standard defines the PHY and MAC layer access 
while the upper layers including routing and applications are defined in the ZigBee protocol 
stack as shown in Figure 9 [4, 6]. 
 
 
 
 
 
 
 
 
 

Figure 9: PHY and MAC layers in ZigBee protocol stack [4] 
 
ZigBee’s supported data rates are from 20-250kbps with coverage distance for a ZigBee 
radio being approximately 30m indoors (this mainly depends on the topology adopted) [28]. 
ZigBee also incorporates 128bit AES encryption for data security. Hence, this makes it one of 
the ideal network solutions for the Premises Network domain of the Smart Grid [6]. 
 

3.3 Z-Wave 
 
Z-Wave developed by Zensys Inc, is a power efficient and low range wireless RF mesh 
networking standard designed mainly for home automation. It currently utilises the 908 
MHz ISM band in the USA and its current version is known to have a data transfer rate up to 
40kbps using BFSK modulation [5, 31]. With a coverage range subject to environmental 
topology, its maximum range is approximately 30m indoors and around 100m outdoors. Z-
Wave is based on the IEEE 805.15.4 MAC/PHY layer unlike ZigBee [30]. It covers a complete 
protocol stack starting from the physical layer to the application layer (Figure 10). 
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Figure 10: Z-Wave protocol stack [4] 
 
Z-Wave has been rolled out in large number of appliances by a number of vendors 
compared to ZigBee only because it has been in the market longer than ZigBee. The main 
objective of Z-Wave is to establish connectivity for Premises Network devices such as lamps, 
switches, thermostats, garage doors, etc. However, similar to ZigBee it suffers from low data 
rates and the number of network devices supported by Z-Wave is 232, which is lower than 
ZigBee [6]. Therefore, it can be employed in the Premises Network domain of the Smart 
Grid. 
 

3.4 Cellular 
 
Another type of wireless technology is the cellular technology which can potentially be used 
in NAN and WAN domains. Initially this technology was designed to support mobile 
communication services in 1980s. 2G standards such as GSM, IS-36, and IS-95 were rolled 
out in 1990s which could only cater for voice communications. With the evolution of 2.5G 
standards such as GPRS and EDGE, transmission of data by cellular networks was made 
possible [5]. However, 3G and 4G mobile technologies now enable higher data rates and 
roaming capabilities. This presents the opportunity to use cellular technologies as a 
communication methodology in the Smart Grid vision [31]. 
 
The 3G/4G cellular technology operates in licensed frequency bands. These services are 
usually provided by a local mobile telecommunications provider. International Mobile 
Telecommunications specification states that 3G technologies are expected to provide a 
minimum speed of 2Mbps for stationary or walking users, while users in a moving vehicle 
can expect 348kbps. 4G technology is expected to majorly improve end-user speeds, 
capacity and reduce latency. It is expected to deliver minimum peak downlink data rates of 
100Mbps and uplink of 50Mbps [4].  
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The network topology comprises of several low power wireless transmitters known as cells. 
Data transmission takes place between cell sites and hence this forms a point to point 
architecture. Data can also be received from serial or Ethernet interface and then be 
transmitted on a second interface over the cellular network. This would assist devices that 
are normally wired to be used wirelessly. This technological solution would offer a large 
spatial coverage with minimal maintenance cost as the network is owned and operated by 
the mobile telecommunications provider. 
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4 Wireline Communications 
 
Wired communications use propagation mediums such as power line or data cables for 
transmission of electromagnetic signals. Dedicated data cable networks require extra 
investment on the cable deployment, but they offer higher communication capacity and 
shorter communication delay.  The following section looks into some of the potential wired 
communications solutions in Smart Grid such as Power line communications, DSL and 
optical. 
 

4.1 Power line communications 
 
Power Line Communications (PLCs) use power lines as a communication channel for 
transmission of data. In some countries, PLC has already been used for load control and 
remote metering. As the power lines terminate at each meter, this technology is easily 
integrated to the smart metering system. With the advantage of widespread availability of 
the electrical infrastructure, PLC reduces the deployment costs compared to other wired 
solutions; the only additional costs originate from deploying new modems to the electric 
grid [31]. However, data signals cannot propagate through transformers and hence the 
power line communication is limited between transformers. It is considered to be suitable 
solution for Premises Networks, NANs and FANs [14]. It can also operate over high voltage 
lines (transmission system networks) as well. Operating in the frequency band of 40 to 500 
kHz, it can achieve data rates of a few hundred kbps over 1100kV lines. Figure 11 shows the 
overview of this technology [32]. 

Figure 11: Overview of Power line communications technology [32] 
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PLC technologies can be further classified into narrowband PLC (NB-PLC) and broadband PLC 
(BB-PLC). NB-PLC is known to operate usually below 500 kHz and BB-PLC is known to 
operate at frequencies about 1.8MHz. Some broadband PLC systems operate in the 230MHz 
band and can achieve data rates up to 200Mbps. Three PLC standards possibly used in the 
Smart Grid vision are IEEE P1901, ITU-T G.hn, and ANSI/CEA 709 [4]. 
 
IEEE P1901 is a broadband over power lines (BPLs) standard. BPL is designed to have high 
data transmission rates beyond 100Mbps while using frequencies below 100MHz. It is able 
to support more than 2000 devices. This standard has been tried and tested to operate 
around 30MHz and still attain the expected high data rates [32]. However; the range of 
communication is restricted due to the high attenuation caused at low frequencies, 
therefore it is not preferred. There are two physical layers for this standard. Wavelet OFDM-
based PHY and FFT OFDM-based PHY, aim to improve communication over the noisy power 
lines. Furthermore, the FFT-OFDM specification enables backward compatibility with 
devices using the HomePlug AV specification [4]. 
 
ITU-T G.hn communication standard was originally developed for residential premises, 
small-scale offices, hotels, etc. G.hn technology is able to transmit data over various types of 
in-home wiring such as phone line, power line, coaxial cable, and Cat-5 cable, with expected 
high data rates as high as 1Gbps [32]. It can also support up to 250 nodes. Devices that use 
G.hn standard have inter-operability with power line devices that use the IEEE P1901 
standard [4]. 
 
ANSI/CEA-709 series of standards have been developed for home control and automation. 
The 709.1 standard (also known as Lonworks) became an international standard in 2008. It 
operates in the frequency range of 115 to 132MHz and it is known to support up to 32,000 
nodes [4]. 
 

4.2 DSL 
 
Digital Subscriber Line (DSL) has gone through a revolutionary change over the last two 
decades. DSL is a high-speed connection to Internet that utilises the same twisted-pair 
copper wires that were originally installed to carry telephone signals which is the Public 
Switched Telephone Network (PSTN) serving the Plain Old Telephone Services (POTS) [6]. 
These pair of copper wires has the necessary required bandwidth to carry both, data and 
voice services. The voice signals are known to use only a fraction of this bandwidth hence 
the remaining amount of capacity is maximised by the use of DSL to carry out large amount 
of data transfer. With the advantage of widespread availability of the PSTN infrastructure, it 
can be considered as a possible communication solution for HAN and services such as 
Automated Meter Reading (AMR) [33]. 
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As the human voice in a normal conversational tone only ranges from 300 to 3400Hz and 
these wires have the ability to handle frequencies of up to several-million Hertz, 
implementation of DSL services are possible which only have operating frequency range 
from 25kHz to 30MHz (depending on the operating regulations of that specific country). Low 
pass filters are usually placed on the lines at the fixed line telephone end to avoid audible 
interferences from the DSL activity on the line [4]. 
 
There are various types of DSL systems such as HDSL (High bit-rate DSL), SDL (Symmetric 
DSL), ISDL DSL (Integrated Services Digital Network DSL), RADSL (Rate Adaptive DSL) and the 
more recent systems being ADSL (Asymmetric DSL) and VSDL (Very high bit-rate DSL). The 
term xDSL is often used to discuss DSL in general, where x is used as a variable [32].  
 
Most households and small businesses use ADSL lines at the moment. It works on a basic 
assumption that the users are going to download much more information than they are 
going to upload, hence the division of available frequencies in a line is performed 
accordingly. The biggest constraint for ADSL is that it is a distance-sensitive technology. The 
signal quality and the connection speed decreases as the connection length increases. 
Theoretically, ADSL has a distance limit of 5.46km before a major decrease in speed and 
service quality is noticed [4]. However, ADSL service providers prefer to keep a safety 
margin and lower the distance limit for an acceptable service.  A calculation for a reference 
point can be made where maximum downstream speeds of up to 8Mbps can be identified 
for a distance of 1.82km approximately [6]. 
 
VSDL utilises the copper wires on PSTN infrastructure just like ADSL. However, it has some 
differences in its operating conditions. It can attain speeds as high as 52Mbps downstream 
and 16Mbps upstream. VDSL is more distance sensitive than ADSL. It can only take a 
connection length up to 1.2km. The table below shows a comparison of the DSL 
technologies. 

Table 1: Comparison of the DSL technologies [32] 
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4.3 Optical 
 
One of the leading and the most talked about technology in the utility space is the optical 
fibre technology. Recently, service providers have planned to create a fibre network that 
would start from the provider’s central office and terminate at the customer premise after 
routing from provider’s exchange. Fibre is one of the most sophisticated technologies 
known for its very high bandwidth communication capability, but very expensive to install. 
Fibre optic networks can transport information over greater distances and in greater density 
than the copper wire based technologies. 
 
The fibre service terminates at the end-user premises after running in a loop from the 
exchange. These loops are also known as fibre-to-the-home (FTTH) loops. An example of 
FTTH technology offering more transmission capacity is the Wav7 Optics. With the use of 
Wav7, FTTH can provide transmission speeds up to 500Mbps shared over 16 subscribers [4]. 
The actual user speeds would differ depending on the time of day and the number of users. 
 
There are mainly three types of architectures being used to deliver FTTH. Passive Optical 
Network (PON) technology is most commonly used [6]. It enables several homes/premises 
to share a passive fibre network. This technology uses optical splitters to support a single 
optical fibre to serve multiple premises where all the users would be sharing the total 
available bandwidth. Studies have shown that a bandwidth of 15 to 27Mbps can be attained 
in a topology where five homes are connected to one transformer. If a large number of 
houses (100 to 150 houses) are connected, the data throughput drops to 1 to 4Mbps which 
is still better in performance compared to xDSL. Figure 12 shows the main components of 
this topology [32]. 
 
 
 
 

 

 

 

 

 

 

Figure 12: Overview of passive optical network technology [34] 
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5 Network Layer Aspects 
 
In the previous sections integrating electronic devices such as smart meters, to establish the 
required two-way communication networks in Smart Grid were discussed. It can be 
foreseen that the emergence of futuristic technologies such as cloud computing and the 
ability of high storage capacity will change the current networking paradigms. It is also a 
common understanding that the TCP/IP networks and the IPv6 protocols will be used widely 
in future Smart Grids. 
 

5.1 TCP/IP 
 
This protocol utilises a simplified four layer structure. This is different to the OSI stack which 
is a seven layer structure. The main reason behind this change is that higher level layers are 
reduced to one layer called the application layer. Figure 13 shows the layers of the protocol 
stack [6]. 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 13: Layers of the protocol stack [35] 

 
As it can be seen in Figure 13, there are four main layers: Physical Layer (also known as the 
Link Layer), Network Layer, Transport Layer and Application Layer. Link Layer is the lowest 
layer as TCP/IP is designed to be hardware independent. This is the reason why this protocol 
can be implemented on any hardware networking technology. It is responsible for moving 
packets of data from one point to another over direct links. An example of this layer 
protocol would be the Fast Ethernet. The network layer is used to send packets across 
multiple networks from a source point to a destination point. This process is called routing. 
Transport layer forms host-to-host connectivity. It takes care of providing a reliable data 
transmission service and regulates the data flow, so maximum throughput is obtained with 
minimum congestion and packet loss. Lastly, the application layer is any software/product 
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that uses the transport, network and link layers to accomplish point to point 
communications [4]. 
 

5.2 IPv6 
 
IPv4 is the main internet protocol being used today. It uses 32 bit addresses and it can 
support 4.3 billion publicly addressable devices on the internet. With the fast pace of 
evolving technology, a new protocol was required that could handle the requirement of 
more publicly available addresses. The vision of Smart Grid requires the communication 
infrastructure to support not only the currently widely used IPv4 but also the newer 
generation IPv6 protocol [6, 18]. 
 
A 128 bit addressing scheme is used in the newer IPv6 protocol. This means that it can 
handle a massive 3.4 e^38 number of devices. It also features built-in security and network 
management enhancements. 
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6 Example Applications 
 

Various technologies can be used for LV system operation, control and protection 
communication in the local area and the home area network. Extended application of ICT 
technologies will enable bidirectional, end-to-end data communication channels between 
the distributors and the consumers. These will potentially enable bidirectional coordination, 
data gathering and real-time online information processing. 
 

1) Wireless Automatic Meter Reading (WMAR) 

WiMAX for Smart Grid applications: 

As a part of a utility’s Advanced Metering Infrastructure (AMI), it would be ideal to 
implement Wireless Automatic Meter Reading (WMAR) with WiMAX. WMAR would 
exploit the large distance coverage and sufficiently high data rates. There are 
numerous advantages by deploying WMAR for revenue metering and it also reduces 
the need for human meter readers. The WiMAX topology used for WMAR is shown 
in Figure 14 [5]. 
 
 
 
 
 
 
 
 
 
 
 
 

   
 Figure 14: WiMAX used for WMAR 

 
2) Real-Time Pricing 

An AMI based on the WiMAX technology can be utilised to provide real-time pricing 
based on real-time energy consumption of consumers. This potential can be useful 
for customers as well as network operators for load shifting during peak times. 
 

3) Outage Detection and Restoration 
In the current topologies of distribution networks, outage detection at the customer 
end (especially for residential customers) is minimal. Therefore the reliability of 
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power supply is considered to be low. With the help of two-way communication 
using WiMAX, outage detection and restoration can be implemented. 

 

1) Control of home appliances 

ZigBee for Smart Grid applications: 

A smart Premises Network can be built using advanced ZigBee network. An advanced 
ZigBee network consists of a Full Function Node (FFN) and Reduced Function Node 
(RFN). The FFN acts like a local controller and the RFN are located at the individual 
appliance end. This way, ZigBee coordinator manages the ZigBee end devices, which 
in turn control the power supply switch of home appliances via a relay. The topology 
for this network can be seen in Figure 15 [5]. 

 
 
 
 
 
 
 
 
 
 

 
Figure 15: ZigBee for Premises Network 

 
2) Direct Load control 

With the local Premises Network, loads can automatically be controlled locally from 
the FFN or remotely using the utility’s AMI infrastructure. This application can lead 
to implementation of demand response and advanced load management. 

 

1) SCADA interface for remote distribution substation 

Cellular networks for Smart Grid applications: 

Code Division Multiple Access (CDMA) technology can be used for a Supervisory 
Control and Data Acquisition (SCADA) in power systems. In this topology, data 
transfer takes place between the substation Remote Terminal Unit (RTU) and the 
SCADA server as shown in Figure 16 [5]. 
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Figure 16: SCADA and grid control/monitoring with cellular technology 
 

2) Monitoring and metering of remote distributed generation 
As highlighted in Figure 16, a cellular network topology can also be used for 
monitoring and metering of remote distributed generation. General Packet Radio 
Service (GPRS) is used in monitoring application of a remote substation. Less critical 
information can be transmitted using SMS protocol which is known to be cheap and 
easy to use solution. 
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7 Applications of PMUs in Smart Distribution 
Networks  

 
In transmission systems, line resistance, line reactance and line admittance to ground are 
important input parameters when modelling a power system, commuting power flows, 
protection designs, etc. [6]. Historically, these parameters were obtained from 
mathematical formulas based on the physical size/structure information of the lines. It is 
important to highlight that these calculated parameters are assumed to be constant in the 
power flow modelling. In reality, these parameters vary with the change of environmental 
and weather conditions and assumption of constant parameters may create an 
unacceptable error. Previous research points to some theoretical methods developed to 
measure resistance and reactance of a line [36] however, reactive charging power which is 
represented by the equivalent admittance to ground is not directly measureable. Proposed 
methods developed to measure resistance and reactance of a line still do not accurately 
incorporate variations from environment and weather. 
 
Real-time estimation of parameters is required for applications in Smart Grid. Over the 
recent years, synchronised PMU technology has rapidly advanced in the utility space. It is 
installed at both ends of the circuit where line parameters are required.  
 
Figure 17 shows the function blocks of a typical PMU. A GPS receiver gets signals from GPS 
satellite that keep transmitting one-pulse-per-second time signal. In addition, its position 
can be located by calculating the arrival time difference of signals from different GPS 

satellites. This is the system clock for Analogue to Digital (A/D) converter. A/D converter 
based on GPS clock will sample analogue input signals. Analogue inputs are derived from the 
voltage and current transformer. Then digital signal will be transferred to microprocessor. 
This component determines the positive sequence phasors according to the recursive 
algorithm and also the GPS timing, along with the sample number at the beginning of a 
window, is assigned to the phasor as its identifying tag [38]. A PMU may collect data from 
different locations in the system simultaneously. 

 

Figure 17: Structure of PMU [37] 
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In the majority of PMU applications, the data is used at remote locations. Therefore a 
structural is required to comprehend the complete benefit of the PMU system. Such a 
structure should include PMUs, communication links, and data concentrators [37]. A 
commonly accepted structural design of such a system is shown in Figure 18. 

 
Some of the PMU present applications include phasor monitoring, betterment of system 
state estimation, voltage and transient stability assessments, fault location and protection 
relays [39]. 

 
In a Smart Grid world, distribution networks become more active to accommodate 
distributed generation, microgrids, storage, automated demand response, and electric 
vehicles [40]. This development significantly increases the need and value proposition for 
tools to better observe, understand and manage the grid at the distribution scale. In this 
new era, the protection and control specialists are pushed towards optimization of 
distribution protection and control to the same level as in the transmission system [41]. 
Studies have started worldwide to develop high-precision PMUs, and to study their 
applications for diagnostic and control purposes in distribution systems. Major challenges in 
those studies are small voltage angle differences between two locations on a distribution 
circuit, measurements noise due to the proximity of a large number of different devices 
connected at the distribution level, and the cost [42].  
 
PMUs will potentially play an essential role in monitoring, protection and control of the 
future Smart Grid. Synchronised measurements of voltage and current will be directly 
measured at various system locations. This will enable a number of applications to attain the 
overall goals of the ICT Smart Grid infrastructure [43]. PMU diagnostic applications may 
include, but not limited to island detection, fault location, identification of fault-induced 

 

Figure 18: structure of phasor measurement systems [37] 
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delayed voltage recovery (FIDVR), distribution system state estimation, and supporting 
transmission system diagnostics [42].  
Measuring the phase angle provides much greater sensitivity in detecting separation 
between island and grid.  If DG can be kept online based on refined local intelligence, it will 
become an asset rather than a threat for managing system anomalies.  
 
PMU data can not only help detect a fault and distinguish it from normal load fluctuations, 
but also pinpoint the location to speed the work of trouble crews to fix the problem.  
 
FIDVR is a condition whose symptom is a prolonged period of voltage recovery after a low 
voltage event due to a relatively brief fault, followed by voltage overshoot and a period of 
high voltage. FIDVR is a problem identified at transmission, but has its roots at the 
distribution level. The high rate of measurement of PMUs and unique characteristics of 
FIDVR offer the prospect of properly identifying the root cause at the distribution level.  
 
Possible control applications of PMU in distribution level include protective relaying under 
two-way flow, volt-VAR optimization, coordination of resources on a microgrid, intentional 
islanding and re-synchronization of microgrids, and the creative recruitment of distributed 
resources for ancillary services [42]. 
 
To permit increased penetrations of DG to distribution system, circuit protection must be 
prepared to accommodate reverse power flows. Conventional distribution relays for 
protective devices would not detect reverse flow if it occurred, and the coordination among 
devices during a fault may fail to work. PMU data may be used to develop supervisory 
differential relaying schemes based on overall system conditions. 
 
With intermittent and highly variable generation sources on distribution feeders, voltage 
profile will require much more active control. Aside from the need for more dynamic 
controllable voltage devices, such as capacitors or static VAR compensators, a voltage 
management system is needed to provide the autonomous control of the feeder voltage 
profile. PMU data will be the most technically feasible and cost-effective means of providing 
the system status information that is required for input into such an independent control 
system. 
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8 IEC 61850 Standards and Active Distribution 
Networks 

 
The journey towards a smarter distribution utility operation will depend on standards-based 
solutions. The IEC 61850 suite of standards provides an attractive pathway forward, 
inasmuch as protection and local control functions can be integrated into a single, 
microprocessor-based device, which can exchange information via a high- speed data 
network [40]. 
 
IEC 61850 was originally developed exclusively for inter-substation automation and 
protection applications. It has since been extended to intra-substation and now 
incorporates protection and control of distributed energy resources. It has been identified 
by EPRI and NIST as one of the smart grid standards of key interest [44]. 
 
Particularly noteworthy is the introduction in by IEC 61850 of various elements for 
substation automation system (SAS) architecture. SAS can be represented in three layers 
with the lowest, physical layer incorporating intelligent end devices, such as circuit breakers, 
remotely operated switches, current and voltage sensors, and condition monitoring units for 
switchgear, transformers, and so on. 
 
A capsule of data objects and functionality is called a logical node (LN) in IEC 61850. Several 
LNs can form a logical device, which can be implemented on a single physical device. 
Generic Object Oriented Substation Event (GOOSE) messages are used to model the 
transmission of high priority information like trip commands or, in keeping with sub part 
61850-8-1 of the standards, can be used for signal interchange between intelligent 
electronic devices to obtain required interlock information. Status and control information 
can also be exchanged through other forms of lower priority messages, like GSSE (Generic 
Substation State Events) [45]. 
 
The authors have proposed in print and demonstrated, on the basis of field experiences, 
how 61850-enabled features can be used to implement remedial actions [46] or 
coordinated control scenario [47] for distribution networks. GOOSE-enabled automatic bus 
transfer was implemented in the protection and control scheme of a substation where a 
new transformer was installed to parallel the existing transformers, demonstrating a smart 
strategy to manage the increased fault level [48]. 
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9 Future Challenges 
 
The current communications infrastructure is not completely in line with the needs required 
by the proposed Smart Grid communication networks. The current topology, scalability, 
availability and reliability place great constrains on realising the full functionality of the 
Smart Grid. 
 
Some constrains for the wireless technologies include: 
 

• Possible radio interference as the ISM bands are densely populated 

• Penetration of airborne communication signals through obstacles 

• Range of coverage area 

• Unknown effects of extreme weather conditions 

• Lower bandwidth compared to wired technologies 
 
Previous studies show the quality of wireless sensor link has been poor [39]. Likewise, other 
aspects of wireless data transmission and other technologies still need to be investigated in 
the Smart Grid context. 
 
Wired communication technologies also have some drawbacks as well. For example, the 
power line communications face several issues such as [49]: 
 

• Possible noisy channels 

• Electromagnetic interference due to unshielded power lines 

• It can negatively affect other vital communication wiring 

• Heavy attenuation on LV lines 
 
Scalability can be a possible issue to address as the number of smart meter installations 
increase. These will eventually be proportional to the number of dwellings in a spatial area 
which would in turn mean managing a large number of smart meter devices as well as the 
large number of data communications every few minutes. Hence scalable communication 
networks are extremely important to handle the high volume of data traffic between the 
consumers and the utility. 
 
Availability is another vital aspect which needs high priority in designing the future Smart 
Grid communications infrastructure in New Zealand. New Zealand is prone to natural 
disasters and extreme weather changes. Hence, constant availability of communication 
resources is vital. Backup systems are definitely required in an event where the physical grid 
components fail to operate properly. 
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Finally, reliability is also a component which requires a high priority. As the communication 
networks would be used to understand the grid status and to make control decisions, these 
networks need to be reliable in the supervision and execution for the power grid. Security of 
the networks is also an important part of the reliability aspect. 
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10  Conclusions 
 
The journey of electrical power systems started in 1881 and developments continued to 
soar across all aspects of generation, transmission and distribution in 1900s. Key 
developments have been made in the information technology and telecommunications 
sectors in recent times. These innovations have rapidly extended into the electrical power 
systems sector.  
 
Currently, our electrical power grid is constantly going through a substantial evolution to 
become an intelligent, reliable and fully automated power grid. A smarter grid with 
communication facilities which would facilitate reliable grid operations, with improved 
customer satisfaction levels and a better environment. Smart Grid is expected to deliver a 
range of energy management services such as demand response, load management, 
distributed generation, real-time pricing, substation automation, etc. This vision can only be 
achieved with integrated robust communication networks. These networks would serve as 
the data exchange backbone to provide end-to-end bidirectional data communications in 
the power grid. As Smart Grid is a complex system, it consists of different interconnecting 
networks which allow a collaborative approach to control and monitor different aspects of 
the power system. Hence to address such complexity, a thorough understanding of network 
architecture is required for building an integrated communication networks for Smart Grid. 
 
In this paper, initially brief overview of the conceptual network architecture for the Smart 
Grid was given. The architecture was then divided into three main sections: Premises 
Network, Neighbourhood Area Network/Field Area Network and, Wide Area Network. 
Premises Network is mainly conceptualised to form a communication access for consumer 
devices such as electric vehicles, appliances, automated lighting, etc. which then enables 
them to interface with the Smart Grid. Premises Network can be made into Home Area 
Network (HAN), Business Area Network (BAN) and Industrial Area Network (IAN). 
Neighbourhood Area Network/Field Area Network would be catering for the communication 
links between smart meters at a neighbourhood level or devices such as Intelligent 
Electronic Devices (IEDs), etc. at a field level. The Wide Area Network (WAN) is the final 
stage of the network architecture that connects the Neighbourhood Area Network to the 
utility (head-end). This network is made up of three main sub-networks, the core/backbone 
network, Metropolitan Area Network (MAN) and the backhaul network. 
 
A brief overview of Wireless communications was then presented. Some of the potential 
wireless communication solutions in Smart Grid such as WIMAX (IEEE 802.16), ZigBee (IEEE 
802.15.4), Z-Wave and cellular technologies (3G and LTE) were discussed. A brief overview 
of Wireline communications was also discussed where some of the potential solutions such 
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as Power line communications, DSL and optical were presented. Potential Network Layers 
for Smart Grid communication standards was also presented.  
 
Applications of phasor measurement units and IEC 61850 standards in smart distribution 
system were discussed and some of the future challenges that are currently identified by 
the research community were also touched upon. 
 
A lot of work has already commenced in various parts of the world, in various capacities, on 
the development towards the next-generation power grid with robust communications 
infrastructure. While some work has also already produced important learnings, further 
sustainable research, developments and implementations of these communication 
networks are necessary to realise an intelligent, reliable and fully automated power grid, 
which is the vision of Smart Grid. 
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